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ABSTRACT 

The increasing reliance on information systems in public authorities in Tanzania 

has heightened the importance of ensuring secure behavior among employees to 

safeguard sensitive data and protect against potential threats. However, 

promoting secure behavior remains challenging for organizations, leading to 

vulnerabilities in their information systems. This study explored self-efficacy (SE) 

in effective strategies to promote secure employee behavior toward information 

systems in Tanzania's public authorities, using the Tanzania Communication 

Regulatory Authority (TCRA), Dar es Salaam, as a case study. This study uses A 

Social Cognitive Theory as a guiding theory. Findings indicated that employees' 

performance of secure behavior is affected by the low level of SE since more 

employees seemed to have doubts about their confidence level in undertaking 

security-related tasks. The study recommends the improvement in the current 

security awareness programs that should find a way to focus on the SE of 

employees to improve their confidence in performing secure behavior and also on 

the development of clear security guidelines that are user-friendly to employees 

to make them understand what the importance of them adhering to security 

guidelines and policies and hence feel comfortable executing them. This study 

recommended more research on public and private organizations to add to the 

body of knowledge on improving strategies to promote secure employee 

behavior. 
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1. INTRODUCTION 

One of the main contributing elements to the security of the information system is the behavior of employees (Anwar et al., 2017). 

The perspectives and actions of employees can either add to or hinder the security of the information system from different threats 

(Sasu, 2014). Research has shown that employees have shifting perspectives and behaviors toward information system security, and 

different variables, like their level of security awareness, their role in the organization, and their own beliefs and values, affect their 

behavior (Grassegger and Nedbal, 2021). Ayereby et al., (2018) stated that employees are the weakest point in information security 

and the primary cause of security vulnerabilities, either because they engage in unethical behavior at work that jeopardizes 

organizational information security or because they give computer hackers access to their organization's computers, making them 

vulnerable to attack or hacking.  

Despite the importance of employee behavior in ensuring the information system's security, organizations still need to work on 

encouraging secure conduct among employees (Grassegger and Nedbal, 2021). However, this is because security education and 

awareness could be more effective at encouraging secure conduct, and there needs to be more knowledge about the elements that 

affect employee behavior. As a result, businesses struggle to create strategies that effectively encourage secure behavior and defend 

the information system against various threats. Empirical studies based on behavioral theories have been carried out to explore the 

persistent phenomenon of employees disobeying information security regulations (Njenga, 2016). Examples include General 

Deterrence Theory (GDT) D’Arcy and Herath, (2011), Neutralization Theory Skowronek, (2022), and Self-Determination Theory 

(SDT) (Frank and Kohn, 2023).  

Social Cognitive Theory (SCT), developed by Albert Bandura, (1986) describes the influence of individual experiences, the 

actions of others, and environmental factors on individual health behaviors. Through the perspective of SCT, this study intends to 

research how people's self-efficacy beliefs shape their impression of information security threats and impact their judgment 

concerning secure behavior. According to research, most organizations have information security policies, but employees routinely 

and intentionally violate or disregard them (Njenga, 2016). Posey and Shoss, (2022) reports indicated that user violations of 

information security policies accounted for more than half of all information security breaches.  

Studies have shown that the lack of understanding of the factors influencing employees' behavior is a significant barrier to 

developing effective strategies to promote secure behavior (Siponen et al., 2014). A similar problem affects Tanzania's electronic 

government information systems, as almost all information systems are vulnerable to attacks due to the rising frequency of 

information security threats (Dewa and Zlotnikova, 2014). Therefore, this study aimed to assess the role of self-efficacy in effective 

strategies to promote secure behavior among employees in Tanzania's public authorities to determine the influence of high 

confidence in performing security-related tasks. 

 

Literature Review 

According to studies Liao et al., (2021), Rashid et al., (2019), employees' attitudes and behaviors toward information system security 

vary. While some personnel are highly aware of safety issues and take aggressive measures to protect the information system, 

others must be aware of them and respect safety precautions (Kim and Park, 2019). Numerous factors, including an employee's 

level of safety awareness, their position within the company, and their traits and convictions, impact how they behave (Humphreys 

and Liao, 2020). Employees' adoption of secure behavior toward information systems depends significantly on self-efficacy, an 

essential concept in social cognitive theory. Self-efficacy is the degree to which a person believes they can carry out a behavior 

successfully.  

Employees' self-efficacy in information security might affect their drive, judgment, and general success in adopting and 

upholding secure behaviors (Hajloo, 2014). Self-efficacy refers to an employee's belief in their ability to adopt secure behaviors and 

safeguard confidential data and systems (Rhee et al., 2009). self-efficacy, in several ways, influences employees' adoption of secure 

behavior. According to Barni et al., (2019), employees who have greater levels of self-efficacy are more self-assured in their abilities 

to carry out security-related tasks, take the initiative to adopt secure behaviors, persist with it once they do, and believe that 

security issues are possible to manage. However, the studies reviewed have not focused on the public authorities in Tanzania, 

especially the Tanzania Communication Regulatory Authority (TCRA). In this manner, this study aimed to understand the factors 

affecting effective strategies to promote secure employee behavior toward information systems in public authorities in Tanzania. 
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2. MATERIAL AND METHODS 

The study was conducted at the Tanzania Communication Regulatory Authority (TCRA) Dar es Salaam, using a mixed-method 

research approach, which helped the researcher gain an in-depth understanding of the influence of SE in promoting secure 

behavior among employees. A total of 79 respondents from employees were employed in the study using probability and non-

probability sampling techniques. Purposive sampling was applied to select respondents based on their role in the organizations, 

and simple random sampling was applied to select different individuals in their respective departments. The collected data was 

analyzed using descriptive statistics, correlation, and multiple linear regression analysis with the help of Statistical Package for 

Social Sciences (SPSS) software. 

 

3. RESULTS 

Table 1 shows the reliability test and the measure of internal consistency of the instruments employed in the study. Using Cronbach 

Alpha, Table 1 demonstrates that the reliability of the instruments was good according to Cronbach Alpha’s scale, which explains 

that the reliability is excellent when the Cronbach alpha is between 0.9 – 1, good when between 0.8 – 0.9, and acceptable when 

between 0.7 – 0.8. 

 

Table 1 Reliability Test 

Variables Number of Items Cronbach alpha Internal consistency 

Self-efficacy 8 0.832 Good 

 

Table 2 shows the demographic characteristics of the respondents where gender (male=63.3%, and female=36.7%), age of the 

respondents (<30 years=11.4%, 30-50 years=66.9%, and +50 years=19%), position of the respondents (leadership=16.5%, Technical 

(ICT) =22.8%, and Normal user=60.8%) and the work experience of the respondents (<5 years=7.6%, 5 - 10 years=48.1%, and +10 

years=43.0%). These findings explain that male respondents were many compared to female respondents, most of the respondents 

propagated in the age group of 30 to 50 years of age, with normal user position of the respondents took up most of the respondents, 

but also the work experience of most of the respondents lie between 5 to 10 years of experience. 

 

Table 2 Demographic characteristics of the respondents 

Category Variable Frequency Percent 

Gender 
Male 50 63.3% 

Female 29 36.7% 

Age 

<30 years 9 11.4% 

30 – 50 years 55 66.9% 

50 + years 15 19% 

Position 

Leadership 13 16.5% 

Technical (ICT) 18 22.8% 

Normal user 48 60.8% 

Experience 

<5 years 7 7.6% 

5 – 10 years 38 48.1% 

10+ years 34 43.0% 

 

Table 3 shows the statistical data of the findings that effective use of security measures to protect sensitive information (min=2, 

max=5, mean=3.25 and STD=0.707), successful application of security best practices in the daily task (min=2, max=4, mean=3.04, and 

STD=0.759), also employees’ consistency in following security protocols when accessing sensitive data (min=2, max=5, mean=3.18 

and STD=0.694). It also revealed confidence in securely storing and transmitting confidential information (min=2, max=5, mean=3.08 

and STD=0.656).  

There was also an assessment of the risk associated with sharing information with colleagues or third parties (min=2, max=5, 

mean=3.24, and STD=0.720). Other responses show confidence in applying security training and guidelines in work tasks by (min=2, 

max=5, mean=3.27, and STD=0.614). On the other hand, to positively influence colleagues to adopt secure behavior is shown by 
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(min=2, max=5 mean=3.05 and STD=0.714), as the confidence in encouraging colleagues toward reporting security incidents 

promptly by (min=2, max=5, mean=3.04, and STD=0.694). 

 

Table 3 The role of SE in effective strategies to promote secure behavior 

Descriptive statistics on the role of SE in effective 

strategies to promote secure behavior among 

employees 

N Min Max Mean Std. D 

Effectively use of security measures to protect 

sensitive information. 
79 2 5 3.25 .707 

Successfully application of security best 

practices in daily tasks. 
79 2 4 3.04 .759 

Consistency in following security protocols 

when accessing sensitive data.  
79 2 5 3.18 .694 

Confidence in the ability to securely store and 

transmit confidential information. 
79 2 5 3.08 .656 

Assessment of the risk associated with sharing 

information with colleagues. 
79 2 5 3.24 .720 

Confidence in the ability to apply security 

training and guidelines in work tasks 
79 2 5 3.27 .6.14 

Positively influence colleagues to adopt secure 

behavior 
79 2 5 3.05 .714 

Confidence in encouraging colleagues to 

report security incidents promptly 
79 2 5 3.04 .694 

Valid N (listwise) 79 - - - - 

 

Regression analysis 

Table 4 shows the model summary's coefficient of determination (R2), which explains 47.6% of the independent variable. This result 

suggests that the independent variable, self-efficacy, explains only 47.6% of the secure behavior among employees toward the 

information systems; hence, the coefficient of determination is statistically significant. 

 

Table 4 Model Summary 

R R2 Adjusted R2 Std. Error of the Estimate 

.690 .476 .453 .594 

 

Table 5 shows the degree of freedom with a df numerator of 1 and a df denominator of 23 with a computed F value of 20.882 

and a p-value of 0.000, less than 0.001. This output demonstrates the statistical significance of the overall regression model and its 

suitability to explain how the independent variable chosen impacts employees’ secure behavior. 

 

Table 5 ANOVAa Test 

Model Sum of Squares df Mean Square F Sig. 

Regression 1.815 1 1.815 20.882 .000b 

Residual 1.999 23 .087 - - 

Total 3.814 24  

 

Table 6 shows that Self-efficacy significantly predicted employees' secure behavior toward information systems, F (1, 23) 

=20.882, p<0.001, which means that employees' self-efficacy can play a significant role in influencing secure behavior (b=0.61, 

p<0.001). The output depicts that self-efficacy directly affects the secure behavior toward information systems. 
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Table 6 Coefficientsa 

 
Unstandardized 

Coefficients 

Standardized 

Coefficients 
 

Model B Std. Error Beta t Sig 

(Constant) 2.629 0.132 - 19.940 0.000 

SE 0.61 0.013 0.690 4.570 0.000 

 

4. DISCUSSION 

The researcher measured respondents' confidence in performing secure behavior using the five-point Likert scale. The findings 

showed that despite most respondents seeming to be unsure about their confidence when performing secure behavior toward 

information systems, a substantial number of responses showed confidence in their ability to perform secure behavior. Previous 

studies show that employees with higher levels of self-efficacy feel more confident in their ability to perform security-related tasks, 

take the initiative to adopt secure behavior, and persist in adopting secure behavior (Rhee et al., 2009; Hajloo, 2014). It is crucial to 

improve the employees' confidence in performing secure behavior, as people with high levels of self-efficacy are more confident in 

undertaking secure behavior practices toward information systems.  

 

5. CONCLUSION 

This study showed a significant relationship between employees' self-efficacy and secure behavior toward information systems. 

Based on the findings of this study, employee’s confidence to perform secure behavior is of great importance. Therefore, it is high 

time for public authorities to improve the security awareness programs to make sure they are also focusing on advancing the 

confidence of employees in performing numerous security-related tasks by showing them the importance of doing so using real-life 

examples to make them more comfortable and well understand what they are required to do to preserve the information systems 

security. The current study mainly focused on assessing the role of self-efficacy in effective strategies to promote secure behavior 

among employees toward information systems in public authorities.  

More research needs to be done in this area as the challenges of dealing with the human element in security are changing 

rapidly with the increase in numerous security threats. Further studies may consider researching other public and private 

organizations, as this study focused on only one public authority due to time limitations and resources. There is still a need to 

research this topic using other theories based on human behavior, like the General Deterrence Theory (GDT), theory of planned 

behavior, Self-determination Theory (SDT), and Protection Motivation Theory (PMT), to explore the problem from an in-depth 

perspective and come up with the actionable results. 
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